NHdopmaumoHHas naMsTKa gns obyvalowmnxca Ans pasmelleHns Ha opuumnanbHbix MHTepHeT-pecypcax

C kaxgblM rogom MOSIOAeXu B MHTEPHETE CTAaHOBUTLCA Oonbllue, a WKOMbHMKWU OAHWU U3 CaMbIX
aKTMBHbIX MoSib30oBaTenemn PyHeTa. Me>|<,£|.y TeéM, NOMMMO OrpoOMHOIro KoJlinm4ecTBa BO3MOXHOCTEN,
WHTEPHET HeceT U I'Ip06J'IeMbI. OTa namsATKka AomkHa Nnomoyb Tebe 6Ge3onacHo HaxoauUTLCS B CETH.

KomMnbloTepHble BUPYChI

KoMNbloTEPHbIA  BUPYC - 3TO PasHOBUAHOCTb KOMMBIOTEPHLIX MpOrpaMM, OTINYUTENBHOMN
0COGEHHOCTbIO KOTOPOW ABMNSAETCHA CMOCOOHOCTb K pasMHOXEHUID. B gononHeHve kK 3ToMy, BUPYChI
MOTyT MOBPEAMTb WINM MOMHOCTbIO YHUYTOXWUTL BCe (oainbl U OaHHble, MNOAKOHTPOSbHbIE
nonb3oBaTento, OT MMEHM KOTOPOro Obina 3anylieHa 3apaxeéHHasi mporpaMMa, a Takke NoBpeauTb
UNM Jaxe YHUYTOXUTb OMepauMoHHY0 cucTeMy co Bcemu dhaiinamu B Lenom. B GomnblivHCTBE
crny4yaeB pacnpoCTPaHATCS BUPYChbl YEPE3 UHTEPHET.

MeToab! 3aLWnTLI OT BPEAOHOCHbLIX NPOrpaMM:

1. cnonb3yin coBpeMeHHble onepaumoHHble CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHDb 3aLlMTbl OT
BPEAOHOCHbLIX Nporpamm;

2. lMocTosiHHO ycTaHaBnMBal nadtM (uucbpoBble  3annaTku, KOTopble aBTOMaTUYECKU
yCTaHaBMMBaIOTCA C Lenbio AopabTku nporpaMmbl) U Apyrine OBHOBIEHUS CBOEW OnepaLvoHHON
cuctembl. CkauvBai UX TONbKO € odpmumanbHoro cainta paspabotymka OC. Ecnu cywectByeT
PEXUM aBTOMaTUYECKOro OGHOBMNEHWS, BKITHOYN €r0;

3. PaboTtan Ha cBoeM KOMMbIOTEPE MOA NpaBamMu MOSfb30BaTeNs, a He agMUHUCTpaTopa. OTO He
Nno3BONUT OOMBLLUMHCTBY BPEAOHOCHLIX NPOrpaMM WMHCTaNNMMpoBaTbCA Ha TBOEM MNEPCOHarbHOM
KOMMNbIOTEPE;

4. Vcnonb3yh aHTMBMPYCHblE NpPOrpaMMHble MPOAYKTbl  WM3BECTHbIX NPOU3BOAMTENEN, C
aBTOMaTU4YeCKUM obHOBNeHnem 6as;

5. OrpaHunydb nandeckmii 4OCTyN K KOMMNbIOTEPY ANA MOCTOPOHHMX NAL;

6. icnonb3yi BHELLHWE HOCMTENW nHopMaunn, Takme kak dorieLlka, guck unm amn n3 nHTepHeTa,
TOMbKO M3 NPOtEPEHHBIX UCTOYHUKOB;

7. He oTKpbiBal KOMMbIOTEPHbIE ansibl, MOSyYEeHHble U3 HEeHaOEXHbIX WCTOYHMKOB. [daxe Te
(oainbl, KOTOpbIE NpUCIan TBOM 3HAKOMbIW. JTyyllie YTOYHM Y HEro, OTNPaBrsin N oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He Bug nepegayn OaHHbIX, HE TEXHOMOrMS, a BCero nuwib 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackasi KomnaHus  3apeructpupoBana 6peng «WECA», 4to o06osHadarno
cnosoco4veTaHune «Wireless Fidelity», koTopbin nepeBoanTcs Kak «6ecnpoBogHas TOMHOCTbY.

[lo Hawero BpemeHn goluna apyras abbpesuatypa, KoTopas siBMsieTCsl Takow e TeXHorormen. 3to
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue ObINO AaHO C HAMEKOM Ha CTaHAApT BbICLUMA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HavaeT «BbICOKasi TOUHOCTbY.

Ha, 6GecnnaTHbIn WHTEPHET-OOCTYNn B Kade, OTensdAx u asponoptax sBMSAETCs OTAWYHON
BO3MOXHOCTbIO BbiXxo4a B WHTepHeT. Ho MHorme akcnepTbl cumtatoT, 4to obuwenoctynHole Wi-Fi
CeTK He sABNATCs 6e30nacHbIMMN.



CoseTbl No 6e3onacHOCTM paboTe B 06LweaocTynHbix ceTax Wi-fi;

1. He nepegasai cBoO nNnYHy0 MHGopmaumio Yyepes obwenoctynHole Wi-Fi cetn. PaboTtas B HuX,
XenartenbHO He BBOAUTL NMAporiv AOCTYNa, JNIOMMHbI U Kakne-TO HOMepa;

2. Vicnonb3yn n 0OHOBNAM aHTUBMPYCHbIE MporpaMmmbl U 6paHgmMayep. Tem caMbiM Tbl 06e3onacuilb
cebsi OT 3aKayku BUpYca Ha TBOe YCTPOWCTBO;

3. Mpu ucnonssosaHmm Wi-Fi otkntoum cyHkumio «OBWmi goctyn Kk dparinam v npuHtepam». JaHHas
OYHKLUS 3aKpbITa MO yMOMYaHWIO, OOHAKO HEKOTOpPbIE MONb30BaTeNM akTUBMPYOT €€ Ansa ygobcTea
ncnonb3oBaHus B paboTte unu ydebe;

4. He ucnonb3yr nybnuuHbin WI-FI ona nepegaun nNuuHbIX AaHHbLIX, Hanpumep Ans BbIxoAda B
coumarbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Mnonb3yn TonbKo 3awmiieHHoe coeguHeHune yYepes HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoAM UMeHHO «https://»;

6. B mobunbHoM TenedoHe oTkmoum yHkumio «lMogknioveHne k Wi-Fi aBTomatmyeckmn». He
Jornyckan asToMaTU4eCKoro noaknoyeHns yctponcrtaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTM aKTUBHO BXOAAT B HAWy >XM3Hb, MHOrMe nwoan paboTalT WM XKUBYT Tam
NOCTOSIHHO, a B Facebook yxxe 3apernctpupoBaH MUNMap4 YenoBek, YTo ABNAeTCA OOHON ceabMOK
BCEX Xutenewn nnaHetbl. MHOrMe nonb3oBaTeNn He MOHMMAIOT, YTO MHOpMauus, pasmeLLeHHas
MMM B cOUManbHbIX CETAX, MOXET OblTb HaWAeHa U UCMOSIb30BaHa KeM YrogHoO, B TOM YMCIle He
00s13aTenNbHO ¢ GnarMmm HamepeHUsMn.

OcHoBHbIe coBeThbl MO 6e30MaCHOCTY B COLMATbHbIX CETHAX:
1. OrpaHnyb cnvcok apy3en. Y Tebs B opy3bsax HE OOMKHO ObiTb Cy4alHbIX U HE3HAKOMBbIX N0AEN;

2. 3awmuan cBOK 4acTHyl XU3Hb. He ykasbiBan naponu, TtenedoHbl, agpeca, gaty TBOEro
POXOEHNS W  OPYrylo NUYHYHO UHGOPMaumMio. 3MOYMBbILLNEHHVKUM MOrMYT MWCMONb30BaTh Aaxe
MHpOpPMaLMIO O TOM, KaK Tbl U TBOM pOOUTENN MIaHUPyeTe NPOBECTN KaHUKYIbI;

3. 3awumLuan ceolo penyTauumio - AepXu ee B YNCTOTE U 3adaBai cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyrvue nonb3oBaTenu BUAENN, YTO Thl 3arpyxaewwb? Mogymain, npexae Yem 4To-To onybnunkoBaTsb,
HanucaTtb U 3arpysuThb;

4. Ecnu Tbl roBOpULLb C NOAbMU, KOTOPLIX HE 3Haellb, HE UCTONb3Y CBOE pearnbHOe UMS U APYTyHo
FIMYHYIO MHDOPMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4elbl 1 NMpoyee;

5. N3beran pasmelleHus gpotorpacuin B VIHTepHeTe, rae Tbl M3006pakeH Ha MECTHOCTU, MO KOTOPON
MOXXHO onpefenvTb TBOE MeCTOMNOMOXEHME;

6. MNpwu perncTpauumn B counansHoOn cetn HeobXoanUMO UCNONBb30BaThb CIIOXHbIE MAPOSN, COCTOSALLME
13 B6ykB 1 LNMP U C KONNYECTBOM 3HAKOB He MeHee 8;

7. Ons coumanbHOM CeTu, NoYTbl U APYrMX CanToB HEOGXOAMMO WUCMONb30BaTb pasHble Maposny.
Toraa ecnu Tebs1 B3riomMatoT, TO 3M0YMbILLNEHHWUKA NOMYyYaT AOCTYN TOMbKO K OAHOMY MecCTy, a He BO
BCe cpaay.



OnNEeKTPOHHbIE AEHbIN

aﬂeKTDOHHbIe OEeHbIn — 3TO O4Y€eHb yﬂ,06HbII7I cnocob nnartexen, ogHako CyL1eCTBYHOT MOLUEHHUKH,
KOTOPbIE XOTAT NONYYNUTb 3TN OEHbIW.

SJ'IGKTpOHHbIe AeHbrn noaBUIINCb coBCeEM HeEOaBHO N MMEHHO U3-3a 3TOIN0 BO MHOIMX rocygapcrBax
00 CUX NMop He nNponncaHo Npo HMUX B 3aKOHax.

B Poccumn xe OHM (DYHKUMOHMPYIOT M O HUX YXKEe MPOMUcCaHO B 3aKOHe, rae WX pasfensiioT Ha
HECKOJSIbKO BMAOB - @HOHVMMHbIE U HE aHOHWMHble. Pa3HuLUa B TOM, YTO @HOHWMHblE - 3TO Te, B
KOTOpbIX paspellaeTcss NpoBOAUTbL onepauun 6e3 uaeHTUdMKauMM nonb3oBaTtens, a B
HEeaHOHUMHBbIX MAEHTUUKALUM NOSb30BaTENSs ABMSETCA 06513aTeNbHOIN.

Takke cnegyeT pasnuyaTtb 3MeKTPOHHbIe puaTHble AeHbIN (PaBHbI FOCYAApPCTBEHHbLIM BarnoTam) U
3MNEKTPOHHbIE HedraTHbIe AeHbIN (He paBHbl FOCYapCTBEHHbIM BanoTam).

OcHOBHble coBeTbl N0 Ge3onacHoin paboTe ¢ 3MEKTPOHHLIMU AEHbraMMm:

1. MpuBSKM K cHETY MOBUNBHLIN TenegoH. ATO caMbii YAOOHbLIN 1 BLICTPLIA CNOCOO BOCCTAaHOBUTL
[ocTyn Kk cyety. MNpuBsizaHHbIA TenedoH NOMOXeT, ecnu 3abyaellb CBOW NMaTeXHbIA Naponb Uiu
3angellb Ha canT C HE3HaAKOMOro YCTPOMCTBA;

2. Vcnonb3yin ogHopasoBble naponu. Nocne nepexoga Ha YCUNEHHYIO aBTOpu3aunio Tebe yxe He
OyoeT yrpoxaTb ONacHOCTb KpaXu Uinv nepexasaTa NnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. [pecTynHukam OyoeT He MpOCTO yragaTb CrOXHbIA Naponb.
HagexHble naponn — 3TO Maponu, KOTopble codepXaT He MeHee 8 3HaKOB M BKMOYalT B cebs
CTPOYHbIE U NPONUCHBbIE OYKBbI, LMAPbLI U HECKONBKO CMMBOIOB, TakMe Kak 3Hak gonnapa, yHTa,
BOCKNUMUaTenbHbIM 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOOW CBOU NUYHbIE JaHHbIE HA canTax, KOTOpPbIM HEe AoBepHeLlb.
aﬂeKTpOHHaH NOHTa

OneKTpoHHas noyta — 9TO TEXHOMOrMs W NpeaocTaBlisieMble €l YCnyru Mo Mnepechblike U
NOMYy4YEHWI0 3NEKTPOHHBIX COOBLLEHWI, KOTOPbIE pacnpeaensoTcs B KOMMboTepHoW cetn. OBbIMHO
SNEKTPOHHbIN NOYTOBbLIV ALLMK BbIFMAAUT CNeayroLwmMm o0pa3om: UMsA_Nonb30BaTensa@uvsa_aoMeHa.
Takke KpOMe nepegayun NPoCToro TEKCTa, MMeeTCs BO3MOXHOCTb NepedaBath hannbl.

OcHoBHbIe coBeTbl M0 6e3onacHon paboTe ¢ 3NEKTPOHHON MOYTOMN:

1. Hapo BbiGpaTh NpaBumbHLIN NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHbBIN BbIOOp GecnnaTHbIX
NOYTOBLIX CEPBMCOB, OAHAKO Ny4lle JOBEPATb TEM, KOro 3Haelllb 1 KTO NePBbIN B PENTUHrE;

2. He vykasbiBah B JNWYHOW MoYTe IMYHYKD WMHGOpMaumio. Hanpumep, nydwe BbiGpaTh
«My3blKanbHbIN_hbaHaT@» unmn «pok2013» BmMecTo «Temal3y;

3. Vcnonb3ym pOByxaTanHyi aBTopu3aumio. OTO Korga MOMMMO Mapornisl HYXXHO BBOAUTb Kog,
npuceiniaembiri no SMS;

4. Bblbepn cnoxHbi naponb. [Ons Kaxgoro noyToBOro siwmka AofmkKeH ObiTb CBOM HAOEXHbIN,
YCTONYMBbIN K B3fIOMY Napornb;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb camMmomy CBOW INNYHbIN BOMNpPOC, VICI'IOJ'Ib3yl7I 3TY BO3MOXHOCTb;



6. Ncnonb3yn HECKOMNbKO MOYTOBLIX AWMKOB. [lepBbIM ANG 4aCcTHOM Mepenucku ¢ agpecaTamu,
KOTOpPbIM Tbl AOBepsiellb. OTO 3MEKTPOHHbIA adpec He Hago MCNoNb3oBaTb MPU perMcrTpaumm Ha
dopymax 1 cantax;

7. He oTkpbiBan dannel 1 Apyrme BrIOXKEHUA B NUCbMaXx Aaxe eCnuv OHW NMpULLNN OT TBOUX ApY3eMn.
Jlyylle yTOYHM Y HMX, OTNPaBNANM nn oHK Tebe 3Tu dannbl;

8. MNocne okoH4YaHUst paboTbl HA MOYTOBOM CEPBUCE NMepes 3aKpbITUEM BKNaAKM C CalTOM He 3abyab
HaXkaTtb Ha «Bbiitn».

KnGepOynnuHr nnu BupTyarnbHoe 13geBaTenbCTBO

KnbepbynnuHr — npecnefoBaHve COOBLLEHMAMK, coAepXalummn OcKopOneHusa, arpeccuio,
3anyruBaHue; XynuraHcTBO; coumanbHoe OOMKOTMPOBaHWE C MOMOLLLIO Pas3fUYHbIX WHTEPHET-
CEpBU1COB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ kKnbepOynnMHrom:

1. He Gpocaiica B 6oi. Jlyqwmnii cnocob: nocoBeToBaTbCA Kak cebsi BECTU M, €CNU HET TOTO, K KOMY
MOXHO 0OpaTuTbCs, TO BHavane ycrnokouTbcs. Ecnn Tbl HayHelwb oTBeYaTb OCKOPONEeHusMU Ha
OCKOPONEHNMS, TO TONBLKO elle DorblUe pas3oxoKeLlb KOHQIUKT;

2. YnpaBnsu cBoewn knbeppenyTtauunen;

3. AHOHMMHOCTbL B CETU MHUMaS. CyLIJ,eCTByI-OT Ccnocobbl BbIICHUTb, KTO CTOUT 3a aHOHWMHbLIM
dKKayHTOM;

4. He cTouT BECTUM XyNUraHCKui obpas BUPTyamnbHOW XWU3HW. WHTepHeT ¢UKCUpyeT BCE TBOM
OENCTBUA U COXpaHSaeT UxX. YaanuTb ux OyaeT kpaviHe 3aTpyaAHUTENBHO;

5. CobGntogan cBov BUPTYarbHY YeCcTb CMONoAy;

6. WrHopupy# eauHuWYHbIM HeratuB. OpHopasoBble OCKOPOUTENbHbIE COOOLEHMS  ny4lle
urHopmpoBaTb. OBbIMHO arpeccusi NpekpaLLlaeTcs Ha HayYanbHON CTaguu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLIEHMSIMU, B COLMArbHbIX CETAX eCTb
BO3MOXXHOCTb G/1I0KMPOBKM OTMNPaBKM COOBLLEHMI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb kubepbynnuHra. TBoM OENCTBMSA: BLICTYMWTL MPOTUB MpecrnegoBaTtens,
nokasatb emy, YTO ero AeNCTBUS OLIEHMBAKTCS HEraTUMBHO, MOAAEPXaTb XKEepPTBY, KOTOPOM HyXHa
ncuxonornyeckas MoMOLLb, COOBLLMTE B3POCTbIM O dakTe arpecCyBHOIO NOBEAEHUSI B CETH.

MoOunbHbIA TenedoH

CoBpemeHHble CMapTgOHbl U NfaHWeThl cogepxaTt B cebe BMnofHe B3pocChnbli (OyHKUMOHAnM, U
Tenepb OHWM MOryT KOHKYypupoBaTb CO CTaUuMOHaApPHbIMU KOMMNbHOTEPaMW. Op,HaKO, cpencTB 3aluThl
Anst NofAoGHbIX YCTPOWCTB MOKa OYeHb Mano. TecTUpoBaHME W MOUCK YSA3BMMOCTEN B HUX
nponcxognuT He Tak UHTEeHCUBHO, KaK Ons |-|K, TO Xe camoe KacaeTcs U MOOUIbHbIX I'IpVIJ'IO)KGHI/IVI.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe NnpakTtn4ecCckn porHann HacTtosibHble aHanoru, ogHako
pacmnpeHumne (byHKLI,VIOHaJ'Ia BeyeT 3a cobon 60]'IbLIJyIO CITOXHOCTb 1 MEeHbLUYH 3allULLEHHOCTD.

[laneko He Bce Npou3BOAUTENM BbiNycKaloT OGHOBMEHWS, 3aKpblBatOLLME KPUTUYECKUE YS3BMMOCTM
A1 CBOUX YCTPOWCTB.



OcHoBHble coBeTbl Ans 6e3onacHOCTU MOOUIBHOIO TenedoHa:

1. Hnyero He gaBnsieTcs no-Hactosiwemy 6GecnnaTHbiM. byab ocTopoXeH, Bedb kKorga Tebe
npeanaratT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbIThI KakMe-TO nnaTHbIe YCIyru;

2. ymaii, npexage 4em otnpaButb SMS, ¢oTO Mnm Bnaeo. Thl TOYHO 3Haelb, rge OHu OyayT B
KOHe4HOM utore?

3. Heobxoammo o6HOBNSATL ONepauUmMoHHY0 CUCTEMY TBOEro CMapTdOHa;
4. Ncnonb3yh aHTMBUPYCHbIE NPOrpamMmmbl 4151 MOBUNbHbIX TeNedOHOB;

5. He 3arpyxan npunoxeHna OT HEU3BECTHOrO WCTOYHMKA, Bedb OHW MOryT cofepxaTb
BpeOoOHOCHOE NporpamMmmMHoe obecrneyeHune;

6. MNocne Toro kak Tbl BblMAelb C canTa, rae BBOAUI MUYHYI0 MHOpMaLMIo, 3alnan B HACTPOMKK
Opay3sepa u yganu cookies;

7. Mepuoaunyecky NpoBepsii Kake niaTHble YCNyrM akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [aan cBOM HOMep MOOMNbHOro TenedoHa TOMbKO JOAAM, KOTOPbIX Thbl 3HAEWb WM KOMY
noBepseLlb;

9. Bluetooth pomkeH ObITb BbIKIOYEH, KOrga Tbl MM He nonb3yelwbcs. He 3abbiBan wnHorga
NpoBepPsiITb 3TO.

Online urpebl

CoBpeMeHHble OHMaWH-Urpbl - 3TO KpacOYHble, 3axBaTbiBalOLMe pasBrieveHusi, obbeauHsitoLime
COTHM ThICSY YeroBeK Mo BceMy Mupy. Wrpoku vccrnepytoT AaHHbIA UM Mup, obliatoTcs apyr ¢
APYroM, BbINOSHSAOT 3a4aHNsi, CpaXaroTcsl C MOHCTpaMM U nosyyaroT onbIT. 3a yA0BOMbCTBME OHU
NnaTaT: NOKynatT AUCK, ONfavnBaoT abOHEMEHT U NPUOGPEeTatoT Kakne-To Onuun.

Bce atn cpeactBa uayT Ha nogdepkaHue M pasBUTUE WIpbl, a Takke Ha camy GesonacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPWU3aLMK, BbiMyCKaloTCs HOBble NaTyM (LMdpPoBbLIE 3annaTkv Ans
nporpamm), 3aKpbIBaKTCS YSA3BUMOCTY CEPBEPOB.

B nonoGHbIX Urpax CToMT onacaTbCs HE CTOSIbKO CBOMX COMEPHMKOB, CKOSbKO KpaKn TBOErO Naporis,
Ha KOTOPOM OCHOBaHa cUCTEMa aBTopu3aLuy GONbLUMHCTBA Urp.

OcHoBHbIe COBETbI N0 6€30MacHOCTUN TBOEro MrpoOBOro akKkayHTa:

1. Ecnu gpyroi mrpok BegeT cebsi nnoxo unu co3gaet Tebe HenpuATHOCTWU, 3abMOKMPYA ero B
CMUCKE UTPOKOB;

2. lMoxanynca agMuHUCTpaTopaMm Wrpbl Ha MNfoxoe MoBedeHne 3TOro Wrpoka, KernaTteribHO
NPUNOXWTb Kakne-To AoKasaTenbCcTBa B BUAE CKPUHOB;

3. He ykasbiBan niMyHyto MHdhopmaLmio B npodparine vrpbl;
4. YBaxan Opyrux y4acTHUKOB No urpe;
5. He yctaHaBnuBan HeodmumanbHble NaTyn U MOAbI;

6. Micnonb3ayi CnoxHble N pasHble Naponu;



7. Jaxe BO BpeMsa Urpbl HE CTOUT OTKMNOYaTb aHTUBMPYC. [oka Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

DOULLINHT Unn KpaXka NMMYHbIX aHHbIX

OOGbl4HONM KpaXkel OeHer M [OKYMEHTOB CErOAHS YK€ HUKOro He YAMBWLb, HO C pasBUTUEM
WHTEPHET-TEXHOMNOMNIA 3MOYMbILLUNEHHUKM NEePEMECTUIINCE B UHTEPHET, U NPOAOITKAOT 3aHMMaTbCA
«1IOOUMbIM» OENOM.

Tak nosiBMnacb HoBas yrpo3a: MHTEPHET-MOLUEHHMYECTBA UM (DULLIMHF, rMaBHas LeNlb KOTOporo
COCTOUT B MOSyvYeHMM KOHUMAEHUMAmNbHbLIX OaHHbIX NMONb3oBaTenen — JorMHOB M naponen. Ha
aHrnuinckoMm nasbike phishing unMtaetca kak dmwwmHr (ot fishing — pbibHaa noensa, password —
naponb).

OcHoBHbIe coBeThl M0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSI aHKeTa Obina B3fioMaHa, To
Heobxooumo 3abnokuMpoBaTb ee M CcoobWUTL aaMMHUCTpaTopaM pecypca 06 9TOM KakK MOXHO
CKOpee;

2. Vicnonb3ayn 6e3onacHble Be6-caiTbl, B TOM YUCHE, UHTEPHET-Mara3nHOB Y MOUCKOBbIX CUCTEM;

3. Wcnonb3ynm cnoxHole W pasHble naponu. Takum obpasom, ecnu Tebst B3nomarT, TO
3M0YMbILLUNEHHUKM NOSyYaT 4OCTYN TONbKO K O4HOMY TBOEMY MPOOUII0 B CETU, @ HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, TO HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaerneHbl y TebA B Opy3bsx, O TOM, 4YTO Tebs B3rlomManu u, BO3MOXHO, OT TBOEro MMeHu Gyaet
pacchblniaTbCsl cnam U CCbINKM Ha PULLNHIOBbLIE CalThbl;

5. YcraHoBu HagexHbii naponb (PIN) Ha MOOGUIbHLIN TeNedoH;
6. OTkno4YM coxpaHeHue napons B bpaysepe;

7. He oTkpbiBan davinbl 1 gpyrne BrAOXEHUS B NUCbMaXxX AaXe €CNU OHW NPULLNN OT TBOMX OpPY3EMN.
Jlydlie yTOYHM y HMX, OTNPaBNAnNu N oHn Tebe aTn dannel.

Lndposas penyTtauus

Undposas penytaumsa - 3TO HeraTMBHasi WINM MO3UTMBHAsA WHQopMauuss B ceTu o Tebe.
KomnpomeTupytowias vHopMauma pasMmelleHHass B UHTEpPHEeTE MOXET Cepbe3HbiM 00pa3om
OTpa3nTbCA Ha TBOEeW peanbHOW XusHu. «Lndposas penytauma» - 370 TBOW UMUK, KOTOPbIA
dopmupyeTca n3 uHcpopmauum o Tebe B MHTEPHETE.

TBOoe MecTo XWUTenbCcTBa, y4ebbl, TBOe (PMHAHCOBOE MONoXeHMe, OCOBEHHOCTU XxapakTepa WU
paccka3sbl 0 Grn3KMX - BCe 3TO HaKannmnBaeTcsl B CETU.

MHorne nogpocCTKM NErkoMbICIIEHHO OTHOCATCA K Nybnukaumm nudHon nHdopmaumm B iHTepHeTe,
HE MOHMMas BO3MOXHbIX NOCNeACTBUA. Thl aXe HEe CMOXELLb AoragatbCs 0 TOM, YTo dhoTorpadms,
pa3mMeLleHHas 5 neT Hasag, cTana NpUYMHOM oTkasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelueHvne TBoux dpoTorpadomin u apyrue OEeWCTBUS MOTYT HE WUCYE3HYTb Aaxe
nocre Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLlb, KTO COXpPaHWUn 3Ty MHopMaumio, nonana v oHa B
MOUCKOBbIE CUCTEMbI U COXpaHMach N1 OHa, a rMaBHOe: YTO NoAYMaloT 0 Tebe oKkpyxatoLlee Noau,



KOTOpble HanayT u yBMAAT 3T0. Hantn nHdopmaumo MHOro neT CnycTa CMOXeT Mobon - kak 13
[o6pbIX NOBY>KAEHWUIA, TaK U C HAMEepPEHNEM NPUYMHUTE Bped. OTO MOXET BbITb KTO YrogHo.

OCHOBHbIe COBETbI MO 3aLuMTe UncpoBoOM penyTaumm:

1. Mogyman, npexage 4yem 4TO-TO NMyOnMKoBaTb W NepepdaBaTb y cebs B 6rore nnm B coumnasnbHom
ceTu;

2. B HacTpoiikax npogunsi YCTaHOBM OrpaHUYEHUs Ha MPOCMOTP TBOEro npoduns M ero
COOEPXXMMOTO, caenan ero ToNbKo «ANst Apy3en»;

3. He pasmewanm n He ykasbiBal WHGOPMaLMO, KOTOpas MOXET KOro-nmbo ockopbraTte wunm
obwmxartb.

ABTOpCKOE npaBo

CoBpeMEeHHbIE LLKOSbHUKN- aKTMBHbIE NONb30BaTeNM LMGPOBOro npocTtpaHcTea. OAHaKo Aaneko He
BCE 3HAlOT, YTO MONb3OBaHWE MHOIMMU BO3MOXHOCTSAMWU LMcpoBOro Mupa TpebyeT cobnioaeHus
npaB Ha UHTENNEKTyanbHy COGCTBEHHOCTD.

TepMUH «uHTennekTyanbHas cO6CTBEHHOCTb» OTHOCUTCS K PasfivyHbIM TBOPEHUAM YeJI0BEYECKOIO
yMa, HauMHasi C HOBbIX M300peTeHui U 3HakoB, 0603HavatoLMX COBCTBEHHOCTb Ha MPOAYKTbl U
yCnyrm, W 3aKkaHuMBasi kHuramu, otorpadomsiMu,  KMHOMIBbMaMU U My3blKarbHbIMU
npoun3seaeHUsIMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyld COOCTBEHHOCTb Ha MPOM3BEAEHUS HayKw,
nuTepaTypbl M UCKycCTBa. ABTOPCKME MpaBa BbICTYMalOT B KayecTBe rapaHTMu TOro, 4TO
WHTENNEeKTyarnbHbIA/TBOPYECKUA TPyA aBTopa He OyaeT HanmpacHbIM, JacT emy crnpaBeasivBble
BO3MOXHOCTW 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MofyyYuTb U3BECTHOCTb M MpU3HaHME.
HukTo 6e3 paspelleHVs aBTopa He MOXET BOCMPOM3BOAWUTL €ro NPou3BeAeHMe, pacnpoCcTpaHaTb,
nyGnMYHO AEMOHCTPMPOBATL, NPOAABaTh, UMNOPTUPOBATL, MyckaTb B NPoKaT, Ny6IMYHO UCMOMNHATD,
nokasblBaTb/MCNOMHATL B 3hMpe unm pasmeLlatb B MIHTEpHeTe.

Ncnonb3oBaHue «nMpaTcKoro» nporpaMmmMHOro ob6ecrneyeHnss MoXeT NPUMBECTU K MHOTUM pUcKam: OT
noTepu AaHHbIX K TBOMM akkayHTam 40 OIOKMPOBKM TBOEro YCTPOIWCTBA, FAe YCTAHOBMEHHbIN He
neranbHas nporpamma. He cTouT Takke 3abblBaTb, YTO CyLUECTBYeT NeranbHble U GecnnaTHble
nporpaMmbl, KOTOPblE MOXHO HalTU B CETU.

O noptane

CeTeBI/I‘-IOK.pC*) - TBOW [MaBHbIA COBETYMK B CETU. 3AECb Thl MOXELLb Y3HaTb O ©e3onacHocTu B ceTu
NMOHATHbLIM WU AOOCTYMHbIM A3bIKOM, a NpuU BO3HUKHOBEHWUU Kpl/lTVI‘-IGCKOVI cutyaumum 06paTVITbC$| 3a
coBeToM. A Takxke NPUHATb y4aCTue B KOHKypCax 1 CTaTb CaMbIM LI,I/ICprBbIM Fpa)K,EI,aHI/IHOM!






